HNugopmanmonnasi naMsATKA 11 HeCOBEPLICHHOICTHHUX I10 BOIIPOCaM
KHOepOe30NacCHOCTH

B ceTu «MHTEpHED»

KoMnbloTepHBIE BHPYCHI

KoMIbIOTEpHBIE BHPYC - 3TO PA3HOBUJIHOCTh KOMIIBIOTEPHBIX MPOrpamw,
OTJIMYUTEIBHON OCOOEHHOCTBIO KOTOPOMU SIBISIETCS] CIIOCOOHOCTh K Pa3MHOXKEHUIO
(konmupoBaHMi0). B pomosnHeHue K 3TOMY, BHUPYChl MOTYT HOBPEOUTH WM
HOJIHOCTBIO YHUUTOKUTh BCE (Pailyibl M TaHHBIE, TOJKOHTPOJIbHBIE MOJIB30BATEIIO,
OT UMEHHU KOTOPOro Oblila 3amylieHa 3apak€HHas IporpamMma, a Takke MOBPEIUTh
WIN QK€ YHUUYTOKUTH ONEPALMOHHYIO CUCTEMY CO BceMHU (paitnamu B 1esom. B
OOJIBILIMHCTBE CIIy4aeB PaclpOCTPAHAIOTCA BUPYChI UEPE3 UHTEPHET.

MeToab! 3alIUTHI OT BPEIOHOCHBIX MPOrPpaMM:

1. Mcronb3yil COBPEMEHHBIE OIEPAl[MOHHBIE CUCTEMBI, UMEIOIINE CEPbEZHBIN
YPOBEHbB 3aIIUThI OT BPEIOHOCHBIX IPOTPAMM;

2. IlocrossHHO ycraHaBnuBail matud (UMQpPOBBIE 3aIIATKH, KOTOPBIE
aBTOMATHUYECKM YCTAaHABIMBAIOTCS C IENbI0 JOPaObOTKU MPOrpamMMbl) H
Jpyrue oOHOBJIEHUSI CBOEH omnepaoHHON cucteMbl. CkaunBail UX TOJIBKO C
opurmanpHoro caiita paspadorunka OC. Ecam cymectByeTr pexum
aBTOMATHYECKOT0 OOHOBJIEHUS, BKIIIOUH €T0;

3. Pabotali Ha cBOeM KOMIBIOTEpE TMOJ TMpaBaMU TMOJL30BATENs, a HE
aJIMUHUCTpPATOpa. ITO HE MO3BOJUT OOJIBIIMHCTBY BPEAOHOCHBIX MPOrpaMM
WHCTAJNIMPOBATHCS HA TBOEM NEPCOHATILHOM KOMIIBIOTEPE;

4. Wcnonp3ylh  aHTUBUPYCHBIE  MPOTPAMMHBIE  MPOJIYKTHI  M3BECTHBIX
MPOU3BOIMTEIIEH, C aBTOMAaTHUYECKUM OOHOBIIEHUEM 0a3;

5. Orpanuydb PU3NYECKUIA JOCTYI K KOMIBIOTEPY ISl TOCTOPOHHUX JIHII,

6. Vcmonp3yit BHEIIHWE HOCUTENIN UH(POPMAIIUU, TAKUE KakK (IIeIKa, TUCK WIN
daiin u3 UatepHeTa, TOIBKO U3 TPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbiBaii KOMIbIOTEpHBIC (Dailsibl, MOTYyYEHHBIE W3 HEHAIEKHBIX
UCTOYHUKOB. Jlaxke Te (aitipl, KOTOpbIe MpUCTaT TBOM 3HAKOMBIH. Jlyurie
YTOYHU y HETO, OTIPABJISUI JIU OH TeOE HX.

Cern WI-FI

C mnomomipto WI-Fi MO)KHO — TONMy4YWTh  O€CIUIATHBIA ~ MHTEPHET-JAOCTYH B
0OIIeCTBEHHBIX MeCTaX: Kade, OTelsIX, TOProBhIX IEHTPaX U a’poroprax. Tak xe
SBIIIETCS OTJIMYHOW BO3MOXKHOCTHIO Bhixoaa B MHTepHer. Ho MHOrme skcneptsl
CUMTAIOT, yTO o01enocTynHbie WiFi ceTu He SIBISIOTCST O€3011aCHBIMH.

CogeTbl 110 0€30MaCHOCTH PA0OTHI B 001IeI0CTYMHBIX ceTsax Wi-fi



1. He mepenaBaii cBO JIMUHYIO WH(pOpMANUIO Yepe3 obmenoctymapie Wi-Fi
cetu. Paboras B HUX, jKeJlaTeJIbHO HE BBOJAMTH MAPOJIM JIOCTYIIA, JOTUHBI U
KaKue-TO HOMEDA;

2. Wcnonp3yit 1 OOHOBJISAH aHTUBHPYCHBIE MpOrpaMMbl U OpaHamay’p. Tem
caMbIM Thl 00€30IacHIlb Ce0sl OT 3aKaYyKH BUpPyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonwszoBanuu Wi-Fi otkimoun ¢pyHkuuo «O6mmii goctyn K daitnam
u npuHTepam». JlaHHas (QyHKIUS 3aKpbiTa IO YMOJYaHUIO, OJHAKO
HEKOTOPHIE TOJIH30BATEIM aKTUBHPYIOT €€ NJIsl yA00CTBA HCIIOIH30BAHUS B
paboTe win y4eoe;

4. He wucnonp3yit mnyommunsii WI-FI ams mepemaunm JWYHBIX TaHHBIX,
HaAIPUMED, JUTSl BBIXO/IA B COIUATIBHBIC CETH WU B DJICKTPOHHYIO TTOYTY;

5. Mcnonmp3yit Tonbko 3amuiieHHoe coeaunenue yepes HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-apeca BBOAU UMEHHO «https://»;

6. B MoOmnpHOM Tenedone otkiaroun ¢GyHkimoo «[logkmrouenne k Wi-Fi
aBTOMaTH4YecKku». He  gomyckail  aBTOMATHYECKOTO  MOJAKIIOYCHUS
ycTpoiicTBa k ceTsiMm Wi-Fi 6e3 TBoero cormnacusi.

ConmajbHbIe CeTH

ConuanbpHasi CeTh - 9TO CaWT, KOTOPBIM MPEIOCTaBISET BO3MOXKHOCTH JIFOISM
OCYILECTBJISITh OOIIEHHE MEXAy co0oil B mHTepHere. Yamie Bcero B HUX IS
KOKIOTO YeJIOBEKa BBIICISACTCS CBOS JMYHAS CTpaHWYKAa, Ha KOTOPOW OH
yKa3bpIBaeT 0 cebe paznuyHyr HHGOpMAIMIO, HaYWHAsS OT WMEHH, (pamMuwimu u
3aKaH4YMBas JIMUYHBIMHU QoTorpadusimu. MHOTHE MOIH30BATEIN HE TOHUMAIOT, YTO
uHdopmaIus, pa3MEIIeHHas UMH B COITMAIBHBIX CETSX, MOXKET ObITh HailieHa U
UCIIOJIb30BaHA KEM VYTrOJHO, B TOM 4YHCIE HE 00s3arebHO ¢ Omarumu
HaMEpEHUSIMHU.

OcCHOBHBIE COBETHI 10 0€30IIACHOCTH B COLUAJIBHBIX CETAX:

1. OrpaHuub CUCOK Jpy3eil. Y Te0s B Ipy3bAX HE JOJKHO ObITh CIIyYalHBIX U
HE3HAKOMBIX JIFOJICH;

2. 3amuinai CBOI0 4acTHYIO KU3Hb. He ykaswiBall maposu, TenedoHsl, agpeca,
JaTy ~ TBOETO  POXIEHUS U JIPYryl0  JUYHYIO  UH(OpMAIHUIO.
370YMBIIIJICHHUKH MOTYT MCIIOJIb30BaTh Ja)kKe€ UH(DOPMAILIMIO O TOM, KaK Thl
Y TBOU POJMTEIIN IUIAHUPYETE ITPOBECTU KAHUKYJIBI;

3. 3amuImnai CBOI PemyTalrio - JIEPKHU €€ B YUCTOTE M 3a7aBail cebe BOmpoc:
X0Ten ObI Thl, YTOOBI IPYTHE MOJB30BATENN BUAETH, YTO Thl 3arpy’Kaeiib?
[Tonymaii, mpesxe ueM 4To-To OIMyOJIMKOBATh, HAMIKCATD U 3arPy3UTh;

4. Ecnu TBI rOBOpUIIB C JIFOJBMH, KOTOPBIX HE 3HACIIb, HE HCIOJIB3YH CBOE
peaibHOE UMS U JPYTYIO JIMYHYI0 WH(GOpMaLUMU: UMs, MECTO >KUTEIhCTBA,
MECTO y4eObl U Ipoyee;



5. W3beraii pasmemenust ororpaduii B MHTEpHETE, TAe ThI M300pakeH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OIPEJICITUTH TBOE MECTOTIOJIOKEHHE;

6. [lpu perucrpanuu B COIMAIBHON CETH HEOOXOIUMO HCIIOIH30BaTh CIOKHEIC
MIapOJIH, COCTOSIINE U3 OYKB M (P U C KOJTUIESCTBOM 3HAKOB HE MEHee §;

7. JIJIA conmanbHOM CeTH, TIOYTHI U IPYTHX CATOB HEOOXOIUMO HCIIOIH30BAThH
pasHbie maponu. Torma ecinu Te€Os B37IOMAIOT, TO 3I0YMBIIIJICHHUKH TIOTy4YaT
JIOCTYT TOJIBKO K OJHOMY MECTY, a HE BO BCE Cpasy.

DJICKTPOHHLIE JeHbLI'H

DNeKTpPOHHBIC JCHBIM — OTO OYEHb YIOOHBIM CIOCOO IUIATeKEH, OJHAKO
CYILIECTBYIOT MOIIIEHHUKU, KOTOPBIE XOTAT MOJTYUYUTh 3T JICHBIH.

3J’I€KTpOHHBI€ ACHBI'H IIOABUJINCH COBCEM HCOABHO WM HMCHHO H3-3a 3TOI'O BO
MHOTI'HX T'OCYyIapCTBax J0 CHUX IIOp HC IIPOIIHMCAHO IIPO HUX B 3aKOHAX.

B Poccun xe oHU (QYHKIIMOHUPYIOT U O HUX YK€ MPOMUCAHO B 3aKOHE, /€ UX
pa3aeNsaioT Ha HECKOJIbKO BUJIOB - aHOHUMHBIC U HE aHOHHMMHbIE. Pa3zHuiia B ToM,
YTO AQHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peliacTcss MPOBOAUTHL omeparuu 0e3
uAeHTUGUKAIIMK ~ TOJB30BaTeNid, a B HE AaHOHUMHBIX MHJICHTU(DUKAIIUU
MI0JIB30BATEIS SIBJSIETCS] 003aTEIIHHOM.

Taxxe crnenyer  pa3nuyarh  BJEKTPOHHbIE  (UATHbIE  JCHBIU  (paBHBI
rOCYAapCTBEHHBIM BaJIIOTaM) M JJIEKTPOHHbIE He(UaTHbIE JACHBIM (HE PaBHBI
rOCyAapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 10 0€301ACHOM padoTe C JJIEKTPOHHBIMHM ICHbIAMH:

1. IlpuBsku kK cueTy MOOMIIBHBIN TenedoH. ITO camblii YAOOHBIM U OBICTPHII
croco0 BOCCTAaHOBUTH JOCTYI K cuery. [IpuBsi3aHHBIN TenepoH MOMOXKET,
ecnu 3alyjaellb CBOW IUIATC)KHBIA TApOJIb WM 3a/ielllb Ha CalT ¢
HE3HAKOMOI'0 YCTPOMCTBA;

2. Hcnonb3yin onpHopasoBble mnaponu. [locie mnepexona Ha yCHUIICHHYIO
aBTOpHU3aluio Tebe yxke He OylneT YrpokaTh ONACHOCTh KpaX WM
IepexBarTa IUIaTeKHOro NapoJis;

3. BriOepu cnoxssiii maponb. IlpectymHukam Oyner He MOpPOCTO yrauarb
CJI0KHBIN mapoJib. HazexHble mapoiau — 3T0 mapoyiv, KOTOPbIE COAEpKaT
HE MEHee 8 3HaKOB M BKIIIOYAIOT B CeOsl CTPOYHBIE M MPONUCHBIE OYKBBHI,
nudpel M HECKOJBKO CHUMBOJIOB, Takh€ KakK 3HaK jgoiiapa, (yHTa,
BOCKJIMIIATEIbHBIN 3HAK U T.I1. Hanmpumep, StROng!;;

4. He BBOAM CBOM JTMYHBIE JaHHBIE HA CaliTaXx, KOTOPHIM HE TOBEPSIEILIb.

DJICKTPOHHAS MOUYTA




DNEeKTpOHHAsT TMOYTa — 3TO TEXHOJIOTUS WU MPEIOCTABISIEMBIE €10 YCIYTH IO
MEPECHUIKE U MOJTYUYEHUIO AJIEKTPOHHBIX COOOIIECHUH, KOTOPhIE paclpeieaioTcs B
KOMITbIOTEPHOU ceTH. (OOBIYHO SJIEKTPOHHBIA TOYTOBBIM SAIIUK  BBITJISAIUAT
CJIeIyIOUUM 00pa3oM: UMsI_TOJIb30BaTeNs(@WUMs_JIoMeHa. Takxke Kpome nepenadn
MPOCTOT0 TEKCTA, UMEETCS BO3MOXKHOCTh TIEpe/iaBaTh (ailibl.

OcHOBHBIE COBETHI 0 0€30MacHOi padoTe € 3JIEKTPOHHOMU MOYTOM:

1. Hago BbIOpaTh mnpaBWIbHBIA MOYTOBBIA cepBUc. B MHTepHeTe ecTh
OTPOMHBI BBIOOP OECIUIATHBIX TIOYTOBBIX CEPBUCOB, OJJHAKO JIy4YIIe
JOBEPATH TEM, KOTO 3HACUIb U KTO IIEPBbIM B PEUTHHTIE;

2. He ykaspiBaii B JIMUHOW TOYTE JIMUHYIO HHpopmaruio. Hanpumep, mydie
BBIOpATh «MY3bIKaJIbHBIN (hanat@» umu «pok2013» BmecTo «Temal3»;

3. HMcnonb3yll JByX3TanmHy0 aBTOPU3ALMIO. ITO KOT/Ia IOMUMO HapoJisi HYKHO
BBOJUTH KOJ, MPUChLIaeMblii 0 SMS;

4. BpiOepu cnoxHbIf mapodib. JIJisi KaXK0ro mouToOBOTO SIKMKa JAOKEH OBITh
CBOW HAJEKHBIW, YCTOWYUBBIN K B3JIOMY I1apOJIib;

5. Ecium  ecTb BO3MOXHOCTH HAllMUCaTh CaMOMY CBOM JIMYHBIM BOIIPOC,
HCIOJIb3YH 3Ty BO3MOXHOCTb;

6. Mcmoyib3ydl HECKOJBKO TOYTOBBIX SIIIMKOB. [lepBbI Jjisi  4acTHOU
MEPENUCKU C aApecaTamMu, KOTOPBIM Thbl JIOBEPSCIIb. JTO SJIEKTPOHHBIN
aJipec He HAJ0 MCIOJIb30BaTh IPU PErUCTPALIMK HA (pOpyMax U caiTax;

7. He otkpbiBail (aiimpl U Apyrue BIIOKEHUS B IMUCbMAaxX JlaXe €Clid OHU
MPUIIUTH OT TBOMX Apy3ei. Jlydiie yTouHu y HUX, OTIPABIISIN JIU OHU TeOe
9T (aiIbl;

8. Ilocne oxoHuaHusi paOOThl HA TOYTOBOM CEpPBUCE TIEpPEd 3aKPHITUEM
BKJIQJIKH C CAUTOM He 3a0y/1b HaKaTh Ha «BBIATHY.

KuoepOovy/JJIMHT WM BUPTYAJbHOE H31€BATEILCTBO

KubepOymHr — mnpeciieloBaHle COOOIIEHUSIMU, COJACPKAIIUMHU OCKOpPOIEHUS,
arpeccHio, 3alyruBaHue; XyJIUTraHCTBO; COMAbHOE OOMKOTHPOBAHHUE C TIOMOIIIBIO
pPa3TUYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE cOBeTHI 10 00pble ¢ KHOEPOYUITUHTOM:

1. He Opocaiics B Ooi. Jlyummii cmoco0: moCOBETOBATHCS Kak ce0si BECTU W,
€CJIM HET TOTr0, K KOMY MOKHO OOpaTUTHCS, TO BHayaie ycrnokoutbes. Eciu
Thl Ha4yHEIllb OTBEYaTh OCKOPOJICHUSMH Ha OCKOpPOJIEHUS, TO TOJBKO €Ile
OO0JIbIIIEe pPa30XKKEIb KOHPIUKT;

2. Ympasnusii cBoel kubeppenyTranuei;

3. AHOHUMHOCTH B ceTd MHUMas. CylIeCTBYIOT CIOCOOBI BBISICHUTh, KTO CTOUT
32 aHOHUMHBIM aKKayHTOM;

4. He crtout BecTw Xynuranckuii oOpa3 BUpPTyaJbHOM >Xu3HU. VHTepHer
¢ukcupyer Bce TBOM JACHCTBHUS U COXpaHSAET UX. Y JaIUTh UX OylIeT KpaiiHe
3aTpyAHUTEIIBHO;



5. Benu ce0s BeXXIUBO;

6. WrHopupyit enuHu4HbIM HeratuB. (OJHOpPA30BbIE  OCKOPOUTEIbHBIC
CoOOIIeHUsI Jydllie UrHopupoBaTh. OOBIUHO arpeccus MpeKpaiiaeTcs Ha
HaYaJIbHOM CTaIuu;

7. ban arpeccopa. B mporpammax oOMeHa MIHOBCHHBIMH COOOIICHUSMH, B
COIIMAJIBHBIX CETAX €CTh BO3MOXKHOCTh OJIOKHPOBKH OTIIPABKH COOOIICHHH C
OIIPEICIICHHBIX a/IPECOB;

8. Ecmm Tl cBumerens kuOepOy/ummHTA. TBOM ACHCTBUS: BBICTYNHUTH MPOTUB
mpeciieioBaTeNs, IoKa3aTh €My, 4YTO €ro JeWCTBHSI OIEHHUBAIOTCS
HETaTHBHO, TIOJJEPKATh JKEPTBY, KOTOPOW HYXHA IICUXOJIOTHYECKas
MTOMOIIIb, COOOIIUTH B3POCIIBIM O (paKkTe arpeCCUBHOTO MOBEICHUS B CETH.

MoOuabHBIN TeJ1ehoH

CoBpemeHnHble cMapThOHBI U IUIAHIIETHI CojJepkaT B ceOe BIIOJHE B3POCIbIN
(GyHKIIMOHAN, W TENepb OHU MOTYT KOHKYPUPOBAaTh CO CTallMOHAPHBIMU
KoMmmbioTepamu. OTHAKO, CPEJICTB 3aIUThI ISl MOJJOOHBIX YCTPOUCTB MOKa OYEHb
Masio. TecTWpoBaHWE€ W TIOMCK YSI3BUMOCTEH B HHUX HPOUCXOJUT HE Tak
MHTEHCUBHO, Kak jis [1K, To ke camoe kacaeTcsi U MOOMIIBHBIX MPUITOKEHUH.

CoBpeMeHHble MOOWIIbHBIE Opay3epbl YK€ MPaKTUYECKH AOTHAIM HACTOJIbHbBIE
aHaJIOTH, OJHAKO pacuIMpeHue (QyHKIMOHATIa BIEYET 3a COo0O0W OOoNbIIYIO
CJIO’)KHOCTb ¥ MEHBIIYIO 3AIIUILEHHOCTD.

Jlaneko He Bce NPOU3BOAUTENM BBITYCKAIOT OOHOBIIEHHUS, 3aKphIBAIOIINE
KPUTHYECKHUE YA3BUMOCTH JIJI1 CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI /I 0€30IIACHOCTH MOOMJIBLHOIO TeJie()oHA!

1. byas octopokeH, Beap Korjga TeOe MpejyiaraloT OeCIUIaTHBIA KOHTEHT, B
HEM MOTYT OBITh CKPBITHI KAKHE-TO IJIATHBIC YCIYTH;

2. Hywmaii, mpexnae yem otnpaBuTh SMS, poro unu Bugeo. Tol TOUHO 3HACTIID,
r7ie OHU OyAYT B KOHEYHOM HUTOTE?

3. Heo6xoaumMo 0OHOBJISITH OMIEPAITMOHHYIO CUCTEMY TBOETO CMapT(dOHa;

4. Vcnonws3yil aHTUBUPYCHBIE MPOrPaMMBI JJ1s1 MOOUJIBHBIX TeIe(OHOB;

5. He 3arpykail npuiiokeHuss OT HEU3BECTHOT'O HMCTOYHWKA, BEIh OHU MOTYT
coJiep>KaTh BPEIOHOCHOE MTPOTrpaMMHOE 00ECIICUEHHE;

6. Ilocie Toro kak Thl BhIMIEIIb C caiiTa, TJie€ BBOJAWJ JIMUYHYIO MH(OpMAIUIO,
3aii B HACTPOIKK Opay3epa U yaaiu cookies;

7. llepmonnuecku mpoBepsii Kakuve IUIATHBIE YCIYTU aKTUBUPOBAHBI HA TBOEM
HOMEDE;

8. JlaBaii cBoii HOMep MOOWUIBLHOTO TeliepOoHAa TOJBKO JIOISM, KOTOPBIX ThI
3HAElIb U KOMY JOBEPSEIIb;

9. Bluetooth momken ObBITH BBIKIIFOYEH, KOT/Ia THI MM HE TOJb3yembes. He
3a0bIBail MHOT 1A TIPOBEPSTH ITO.



@OUIIMHI WK KPaKa JUYHbIX JJAHHBIX

['maBHas 11enp GuUImMHT - BUAa HTepHET-MOIIEHHUYECTBa, COCTOUT B MOJTYyYEHUN
KOH(QUICHIIMATBHBIX JaHHBIX TIOJb30BaTeied — JIOTMHOB © Taposieid. Ha
aHTJIMICKOM si3bIKe phishing unTaeTcs kak ¢umuHr (ot fishing — priOHas J10BIA,
password — mapoJib).

OcHoBHBIE cOBeTHI 110 00pBOE ¢ PUIIMHIOM:

1.

Cnean 3a cBouM akkayHTOoM. Eciau Thl mogo3peBaelib, 4TO TBOS aHKETa
Oblla B37IOMaHa, TO HEOOXOIMMO 3a0JOKMPOBATh €€ W COOOUIUTH
aJIMUHHCTPATOpaM pecypca 00 3TOM Kak MOKHO CKOpEE;

Hcnonp3yit Oe3omacHble BeO-CalThl, B TOM YHCII€, HHTEPHET-MAara3uHoB U
IIOMCKOBBIX CUCTEM;

Wcnonp3yil cinoxkHble W pa3Hble Mapoiu. TakuMm oOpa3om, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKH NIOJIy4aT JJOCTYII TOJIBKO K OJHOMY TBOEMY
pouUIII0 B CETH, a HE KO BCEM;

Ecnu Tebst B3ioManu, TO HEOOXOIMMO MpPEAYNpEAUTh BCEX CBOUX
3HAKOMBIX, KOTOpbIE A00aBleHbl y TeOs B ApPY3bsIX, O TOM, 4YTO TeOs
B3JIOMajd M, BO3MOXKHO, OT TBOEro HMMEHHM OYIET pacchliaThCsi claM U
CCBUIKH HA (DUIIMHTOBBIE CANUTHI;

YcranoBu HagexHbil apodib (PIN) Ha MOOUIIBHBIN TenedoH;

OTkJII0YM cOXpaHEHHUe NapoJisi B Opaysepe;

He otkpeiBaii ¢aitnel u Apyrue BIOXKEHHS B TMHUChbMax Ja)ke €CIU OHU
IOPULLUIA OT TBOUX Apy3ei. Jlyurie yTouHu y HUX, OTOPABIISIIN JIU OHU TeOe
9T (aJIbl.



